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64% of shoppers have accepted 
security breaches to be part of the 
shopping process and 53% say that 
security breaches are a risk they’re willing 
to take in exchange for convenience...

The Spread of Security Breaches 
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The Era of Security Breaches:  
How It’s Changing Shopper Behavior
Since 2011, known to many as the tipping point for data breaches, the prevalence of 
security hacks and the compromise of shoppers’ personal information have become 
commonplace in our society. Nearly every industry has been targeted, from retail and 
insurance to entertainment and government—no one is immune and there seems to 
be no end in sight. 

Retail Perceptions first studied the effects of security breaches in 2014. What we 
have found in the years since then is that shoppers have overwhelmingly become 
accustomed to security breaches. In fact, in this latest report —our study found that 
64% of shoppers have resorted to accepting security breaches as part of the shopping 
process. However this doesn’t mean that security breaches don’t affect shopper 
behavior—39% of shoppers say that they spend less than before at retailers who have 
experienced a security breach and 34% of shoppers don’t shop online due to fear of 
security breaches. 

Look for the opportunity 
symbol throughout 
the report and 
be sure to check 
out the end of the 
survey for actionable 
opportunities 
for Retailers and 
Manufacturers.

March 2016

Opportunity!

We’ve identified some 
insightful and sometimes 
surprising statistics.

Get This!

Three out of four shoppers have had their personal 
information compromised as a result of security hacks.

*Retail Perceptions, June 2014

Get This!

43% of shoppers (compared to 45%  
in 2014*) don’t trust companies to keep 
their personal information safe. Of 
these,30% don’t think companies  
invest in enough security measures.

of shoppers are 
aware of companies 
that have had a 
security breach  
where customers’ 
personal financial 
information was 
exposed. 

85%
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Shopping after a security breach

Get This!

Keeps 50% of shoppers from  
purchasing items on phones.

Has 40% of shoppers avoiding  
retailers that have already been  
hit by a security breach. 

Prevents 34% from shopping  
online altogether.  

39% spend less per shopping trip than before 
(Compared to 26% in 2014*)

69% try to use cash instead of credit/debit 
cards (Compared to 79% in 2014*)

65% prefer to shop at online retailers that also have a  
physical location. It gives shoppers the opportunity to experience products  

before purchasing—but also gives them a sense of security in knowing  
that they can resolve issues in person. For retailers, this means a greater  

opportunity to engage with shoppers, and ultimately increase their margins. 

Opportunity!

Shoppers say they have changed their  
spending habits due to security breaches…

60% shop online with one  
specific card designated to  
online purchases so that they  
can monitor its activity.

*Retail Perceptions, June 2014

The Fear of Security Hacks 
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Security breaches impact 
loyalty and profitability

After a security breach at a retailer where they shop at regularly:

69% of shoppers won’t sign up for a store credit card

56% of shoppers won’t sign up for a loyalty card
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Opportunity!

Experts agree that adoption of credit card chip technology isn’t really 
a choice anymore. The deadline for implementation or facing liability 
for consumer losses went into effect last October. Now that we are 
past the holiday rush, it is a perfect time for retailers to work through the 
new technology and educate consumers.

Chip Card Technology

62% of shoppers have used credit  
and/or debit cards with chip technology 
to make purchases. Of these…

71% say that using credit card with 
chip technology makes them feel more 
secure when shopping. 

60% prefer to use a card enabled  
with chip technology over any other 
method of payment. 

26% say that they do not like  
using a credit card with chip  
technology because it takes  
too long. 

SECURE
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46% of shoppers say that a 
retailer who experienced a security 
breach would lose their trust only if 
their own personal information was 
compromised.

19% of shoppers think that  
there are no overall solutions to  
avoid security breaches.

Whose job is it anyway?

Nearly 75% of 
shoppers believe that 

keeping shopper 
information safe is the 

retailer’s responsibility—
and not the banks’.

Opportunity!

Rebuilding consumer trust 
isn’t impossible—shoppers 

want honesty and 
direct communication. 

Retailers who proactively 
communicate with 
shoppers and take 

financial accountability 
could see shoppers 

returning to their stores. 

Nearly half of shoppers think that a retailer 
could avoid a security breach by investing in 
better technology. Other ways shoppers think 

security breaches could be avoided are…

43% Credit cards with chip technology 

32% Stricter laws against hackers 

14% Mobile wallets

Shoppers say that retailers could  
rebuild trust by…
80% Being honest about the incident
73% Communicating with shoppers  
 and responding to questions 
72% Taking financial accountability for  
 their mistake
69% Investing in additional preventative  
 security measures
6% Firing their CEO
6% Firing the head of the IT department

Rebuilding Trust
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Interactions is the global leader 
in innovative retail solutions and 
experiential marketing for retailers  
and brands.

Interactions works with the world’s 
leading retailers and CPGs to 
execute in-store merchandising 
programs and executes 
approximately 3 million events  
every year. 

Interactions’ integrated sales and 
marketing programs engage 
shoppers in-store and outdoor, 
and provide insights into shopper 
behavior and customer service that 
enable retailers and brands to  
make smarter business decisions 
and drive significant sales increases. 

Founded in 1988, the company 
has offices around the globe and 
operates in North America, Europe, 
South Africa, Australia and Asia.  

For more information, visit 
interactionsmarketing.com.

InteractionsMarketing.com/RetailPerceptions

This primary research was conducted in February 2016 by Interactions with a representative sample of men 
and women ages 18-64 across all geographies, income levels and ethnicities within the United States. For 
more information on how to make this data work for you, visit www.interactionsmarketing.com.
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